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1. TD SYNNEX Site Recovery Step by Step

1.0 Things to know prior to using this Guide

*  You would need to familiarize yourself with this document prior to diving in.

* All the Screen Shots in this Guide are for reference only.

* This Guide will assist you with the deployment of the Azure Site Recovery Bundle in an
Azure CSP subscription that was purchased through the StreamOnePortal. In depth
training on Azure is outside of this guide.

* Accessing the Azure Site Recovery in Azure
You would need to login to the Azure portal to get the IP address

o https://portal.azure.com

> You would need to login using the same user name and password as the one
created in StreamOne and what was emailed to you.

* For example: john.doe@contoso.onmicrosoft.com
« It will give you a one-time password and you will need to change it.

o To access the Azure Backup, you must ensure you have the Login and Password
that were created during the StreamOne ordering process.

o |f you were not the person who accessed the StreamOne ordering portal to do the

o purchasing, please get with that person and obtain the user login and password
that were initially created.
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11 Azure Backup on Azure deployment.

Connect to StreamOne Cloud Marketplace:
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You can search for the Microsoft Azure SKU in Most Viewed, browsing by Categories
or Vendor, or directly searching for it in the search field:

Resalel Hescurce Cenler | Foteber Potal | Contact | Gart ™

STREAMZENE

CEr——
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Click on Microsoft Azure:

Reseler Res|

red

You are currently ordering for Aida Dzinovic of TECH DATA FINLAND OY EI TILAUKSIA Change Reselier

Home Browse By Categories Browse By Vendor

S FOR "Azure’

Microsoft Azure
Microsoft

Mizrosoft Azure is 2 market |eading cloud piatform that enables you to 3 |
quickly build, deploy, and manage appeations across 3 ghobsal network LEAIL CCRLIN AN 5 |

of Microsoft-managed datacentres. Microsoft provides Clowd
Infrastructure as a Service, Application Flatform as a Senvice, and
Cloud Storage Services

WWith Tech Data, you can seil the complate Azure expenence. This
covers everything from sssessing clowd readiness to spinning up 2 Vi
instance. and migrations to ongoing management of asse
have partnered with MatEnrich allowing resellers fo offer white-labelied
sernvices for Azure

Detalls Screenshots

Click on "ADD TO CART" button of registration SKU:

Microsoft Azure

by Microsoft

Mlicraanll Aree @ 8 marked leadng sioud platfem Sl enabies you io ouicky Buid deploy and mansge
SEORCITONS AEADES B G nelwork O B o3 managtd daladenties Mool prondes Cliud Inbasinichas
¥R B Senaice, Appecaiion Piationm a1 3 Service, and Clood Siciege Senacen

. .
M | |: ‘rOSOTt A Tach Dlade. yod can $63 the comphele AToie expanence. Thil covers averyiing om Asseasng ooud
Prpdine s o Bpinning up 8 Vi ETience, snd migraiony to pngoeng managemend of axsety Tech Dt have

TS W HAEAnsh abmaing sl 0 ofler whie.lahe ey SARARS ta ATIE
J z re View Fealures

Thiz produc wil be provissonad deectly io VOur Snd user

Shop by Product b &

Search: | Clear Filters Desplay: 10

Azure Account Creation
The K807 MFRS MS-AZRG145F
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Click on "View Cart" button:

2 ltem Added to Cart

The itesm was successtully sdded Lo your cart.

Cart: 1 ltem

Total: €0.00

Click on 'Proceed to Checkout' button:

Your Shopping Cart

Quantity Date Added Product Number Product Details Payment Details
l:l 07/05/2018 TD# SK8387 Microsoft Azure Per month, Based on Based on | Remove
Mg MS-AZR- Azure Account beginning on: Usage Usage
0145P Creation Details 2710572018
Total £0,00

*** The prices shown here are subject fo change. See the Order Summary page at fime of checkout for the actual unit pricing.

Qur billing cut date is by the 27th of each month. Your account will be activated from the day of purchase and you will be
charged on a monthly basis depending on your consumption. You can cancel the subscription at any given time from the
Reseller Portal.

There is currently no end user assigned to this order. Click "Proceed to Checkout' to assign one.

PROCEED TO CHECKOUT
CONTINUE SHOPPING SAVE FOR LATER CREATE QUOTE
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Fill End User information or select any end user using your email and click on "Continue to
Configuration" button.

= End Customer Info

The following products require end user information: *indicates a required field

s Azure Account Creation

Please select or enter an end user for the products above:

Select From Address Book

Company Name=*
[ Techdata France ]

First Mame:* Last Name=* Title/Position:
[ alexandre ] [ Moreaux ] [ Cloud Architect
Phone Number-*
[ 0644392378 ]
curstomer domsin to set up the socount propesdy. |1 you do
[ alexandre moreaux@techdata.com ] notwish to send communication directly to this email you

will hawve the option to specify a different email address
during the next step in the Account Administration section.

‘Confirm End Customer Email:*
[ alexandre moreaunigtechdata.com ]

Address Line 1--
[ 142 Avenue Stalingrad l

. |

City=*
[ Colombes ]

Country=* Zip/Code"

(e B

Continue to Configuration

Solutions Factory



(©) TD SYNNEX

Click on "Continue Configuration" button available in Bundle Summary section.
Configuration page should be displayed.

Fill in your Microsoft Partner Network ID.

Click on Create a New end customer Microsoft account button.

NE ﬂ Checkout
et Logged inwith IDx 345502 | Log Out
Cart End Customer Info Azure Settings Configuration Payment Summary Complete
< Return to Shopping {3) 5ales and Customer Support: +358 201553 694

Microsoft Partner Network ID

Please verify your MPN 1D:*

1570826 Change

End Customer Microsoft Account

Transferring an Advisor, Open or
Trial account to CSP?

Which end customer Microsoft account would you like to use
for this order?”

continue

n Transfer an Advisor, Open, or Trial account

> Authorisation steps
Create a New end customer Microsoft account

Please enter a new primary domain name:
() Good news: this domain is available
williamtestopenshift.onmicrosoft.com

Change

u Existing end customer Microsoft account

Enter any unique domain name and click on Check Availability button.
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Select "The End Customer email" radio button from the "Account Administration" module.

Or select "l will administer the account" radio button from the account administration
module and enter the Delegate admin email ID.

Microsoft Partner Metwork ID

@ Your Micrasoft Partner Network 1D (MPN D)

Please verify your MPN ID-* is provided by Microsoft and enables you to
manage your Microsoft Partner Network
1570826 Change sccount.

End Customer Microsoft Account

Transferring an Advisor, Open or
‘Which end customer Microsoft account would you like to use Trial account to CSP?
fior this order®
If the domain you wish to transfer iz not listed,
you will nead to comiplete the suthorization
n Transfer an Advisor, Open, or Trial account HE AT

» Aurthorization steps
u Create 2 New end customer Microsoft account

Please enter a new primary domain name:
Gond never this domain i available
MetappCOMNTAP.onmicrosoft.com
Change

n Existing end customer Microsoft account

Account Administration

€ An email will be sent with the account
‘Who should receive the acoount credentials? credentials after your order is placed.

@ The End Customer (alexandre moreau@techdata.com)

O | would like to specify a custom account email address

Continue to Payment

Click on "Continue to Payment" button.
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Enter Reseller PO number.

STREAM&NE  Checkout
= Logged inwith ID: 345802 | Log Out
Cart End Customer Info Azure Settings Configuration Payment Surnmary Cornplete
< Return to Shopping () sales and Customer Support: £358 20 1553 694
(©) Purchase Order Info () Payment Method

Reseller PO Number:* Your default payment method will be used:*

[ 123456789 ] @ Terms

End User PO Number:

[ ]

are about to buy some products based on usage. We will temporarily block
€500,00 from your account to guarantee initial consumption expenses
coverage.

Continue to Summary

You

Click on "Continue to Summary" button.
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Verify the information shown and click on "Place Order" button.

(+) End Customer Information Chanze  (+) Configuration Change
Techdata France Mettpp OMTAP Cloud:
West Europe
alexandre moreaux . -
142 avenue de Stalingrad Microsoft Accaunt Domzin:
MetappONTAP onmicrosoft.com

Colombes, #2700, France

alexandre moreaux@techdata.com . )
Credentials will be sent ta:

glexandre moreaux@techdata.com

(+) Order Summary Edit Cart
Cuantity Product Price Each Total
1 Azure Account Creation Bazedon Baszedon
Llzage Usage

Microsoft's cloud platform, 2n industry leader for both infrastructure...
Youwill be billed based on account usage

1
Have 3 proma codes Total-€0,00

SN -

(+) Payment Method Change (2) Terms and Conditions
Reseller PO Number: | I haveread and agree to the Reseller
123456789 Marketplace Terms"

Payment Method:
¥ «| 1haveread and zgree toVendor Terms For
Terms Microsoft™
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Your order should be complete.

@ Order Complete

Order #5000186786

Thank you for your business.
Your order is currently being processed.

Tocheck the status of your order please visit the Reseller Portal and view Order Tracking

When we have completed processing your order:
- Aun email will be sent to your end user with getting started instructions,

Order Summary

Order Date: 15-06-2018 02:48 PM CEST

Reseller PO #: 1234546789

Sold To: End Customer Information:
Tech Data Ltd DEmao

Wessex House, Oxford Read Chineham Business Park alexandre moreaux

Mewbury, RG14 1P4 GB 142 avenue de Stalingrad

1111111111 Colombes 92700
arunrana@techdata.com France

alexandre. moreaux@techdata.com

Items Purchased

Qty M/Part# Vendor Description Date Promo Each Total
1 td-getting-star Microsoft  Azure creation sandbox 15/06/2018 Based on Based onusage
ted-ms-azure-ia usage
as
Total £0.00
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You should receive an email with your Microsoft Subscription Informations:

et et waTWIe PROT ST,
‘o Mlicrosofl poocdur Fas been selu

Puians contime I hlpaNoginmisrosofonline com and Wgey wilh [ yername &nd fuswond beiow or yoor Oftos 365 sutstnphon.
For AFumy, e use itpa-ipodtal sgurs com!

Usrmama: pimiibeesandreBE TAPP R onmecrsch com

Pamaword: [Nl

Four Suscripions;
Hame Craandity
Aguey Aocount Craation ]

Now click on Reseller Portal, then Customer Admin. Look for your Customer and
click on laaS/Paas.

Hintslor Hassaon Caddar | Hitaller Portal | Coslad | Cart

D TechData Stream

Welcome Tech Data 703212 [Address Eix'z;m
Customer Admin
St | 1080 | wiiriers Samch: fyan b
[ Ses | [ wesemss | [ mmng | [ Ooows | [ Comperits | [ cem |

Showang 1101 of 1 &miregs (Finsea from 27 (o smines)

Fusi | | Provious 0 Mmoot | | Lawd
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Vi o Rtcowss p oo irdn Vot

ASR post deployment with Hyper-V Source

Register your Hyper-V host(s)

On-premises

Make sure the host is running Windows Server 2012 R2 or above.
Download the Agent

The installer for the Microsoft Azure Site Recovery Provider.

Download the vault registration key to register the host in a Hyper-V site

The AzureSiteRecoveryProvider.exe download has completed. Run Open folder View downloads

This download is replication agent to Azure and need to be installed on the Hyper-v Server

GETTING STARTED

& Backup

& Site Recovery

Solutions Factory
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GEMNERAL

@ Step 1: Prepare Infrastructure

& Step 2: Replicate Application

B Step 3: Manage Recovery Plans

Selecting the Site Recovery and start with Step 1

X Prepare infrastructure Protection goal

Where do you want to replicate your machines

7
1 Protection goal o

7 w
GENERAL Select To Azure

o i achines virtualized?
@ Step 1: Prepare Infrastructure 5 Are your machines virtualized
Yes, with Hyper-V w

& Step 2 Replicate Application

Are you using n Center VMM to manage

. - s

B Step 3: Manage Recovery Plans » your Hyper-\
= - No w

In this step We select our Protection goal select To Azure, and select Yes, with Hyper-V.

Select No to confirm you’re not using VMM.

Solutions Factory
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Prepare infrastructure Prepare source - 8 X Create Hyper-V site

& Hyper-vSite ==

Name
Step1: Select Hyper-V site

(0 sites found) Click on +Hyper...
. Site in the command bar above

to add a site.

Hyper-V VM

Source
Prepare

Step 2 : Ensure Hyper-V servers are added

Complete previo

We need to create a Site of this hyper-v server.

This is a Cosmetic name and points to the Hyper-v server or servers, if this is a Test server
then this should be HVtest etc.

vt Py Lo 1

armiles

runnang Windows

ritwsy and emare each host

| need to install the Agent and use the vault keys to connect to Azure.

Also downloaded here

Do you want to open or save HVbackupASR_Single-HV01_Tue Feb 07 2017.VaultCredentials (4.42 KB) from portalazure.com?

Open Save | v Cancel
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Installing the Hyper-v Agent

Use the Exe just downloaded and follow the steps.

& Arure Site Recovery Provider Setup (Hyper¥ server)

Microsoft Update

_ Blwroncf Updete offiery sexunty and amportant upcatn bor Windows and offer Marosolt saftesre. waludng
Migrataf Azurs S4e Reosoery. Updated 0o dalnddl unng Acesmatis Updatel &F you 200 il Mroaol webite.
® imtaiaton o ik
U Migreact Updute bs chack for updates.
ofr
D fed aytomatd aly (Rerk for update
Micracoh Uipsase P30
Mecrzaslt Update Rorazy Slatermemt

0 Lpuee Site Recovery Provdes Setap (Heyper-V v

Provider Installation

Specily whise piss warst i install the Micredoft Asee Site Recgrery Prinder. This setup wall insiall Azure Sar
® izrasoh Update Farsretry Prowider and Azurg Recovery Seracen Agen on B Jompater.
_ Initsilstion Locston | CAPrageees BlesAlemynh Anie Ll Seemaeny Prosdes E
e [T

Use a location be careful if not installing on the C drive and not replication the other
drive there can be miscommunication in the VM. Better leave this default.
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IS Anure Site Recovery Procider Satup [Hyper-V sesver) x

Provider Installation

Spacify where you want to mstall the Microooft Azune Site Recovery Frovider This setup will inctall Azure Site
B hhcrosolt Lipdate Retovery Provder snd Azure Recovery Servates dgent on thi computer.

D ..o oo e s T

@ Configuring Senice
G Instaliazion of drure Recovery Services Agent completed

@ instaltasion of Arure Site Recovery Provider complsted

But in case You already played with this or want different naming and started
all over the may be an issue “ the server is already registered”

@ instaliation of Azure Site Recovery Provider completed
The server is already registered in vault Hyper-v-ASR. Click Reregister to register it again.

To fix this error and enable the ASR Provider and agent setup to complete
successfully, follow these steps:

Go to the Register
Make a backup of the following registry key:
HKEY_LOCAL_MACHINESOFTWAREMicrosoftAzure Site Recovery

. AutoBV |
Azure Site Recovery
----- . ProxySettings
> - Registration
. AzureStack

Delete the registry key that you backed up in step 2.

Restart the Provider and agent setup.
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Vault Settings...

O —

® Proxy Settings

® Registration

£ Microseft Azure Site Recovery Registration Wizard

Select the registration key file you downloaded fram the Azure Site Recovery portal and specify vault settings. Learn More

Key file
Subscription
Vault name

Hyper-V site name

Use the downloaded Keys and import them.

Vault Settings...

@ Proxy Settings
@ Registration

£ Microsaft Azure Site Recovery Registration Wizard

Select the registrabion key file you downlcaded from the Azure Site Recovery portal and specify vault settings. Learn More

Key file
Subscription
Vault name

Hyper-V site name

HVbackupASR_Single-HVO1 _Tue Feb 07 2017.VaultCredentials
8a4Bd95¢-2131-4708-b4e8-cefeceBT Sach
HvbackupASR

Single-HVO1
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» - AudioCompressionManage ~
» - AuthHost
| AutoBVT
w | Agure Site Recovery
. ProxySettings
| AzureStack
| BaselineConfigurationAnak
. BestPractices
Bidinterface
CallAndMessagingEnhance.
Cellular
5 - | Chidsk
- ClipboardServer
5 .| Code Store Database
» COM3
Command Processor
» - | CommsAPHost

. Communicator
il T

W N

Mame Type Data
(8] (Default) REG 57 [value not set)

.*_E'EA:sCmiﬁ:ucPri\thq'Conninchame REG_SZ [40F2C3E9-9CT1-465C-9F6B- 549D4TAZBFFE)

ab) A csCertificateThumbprint REG_SZ F3168AEBE0D218ADA0FFODIEAE4STAELOTEIFEFS

) Aestid REG_SZ https:/fwepoddlidimachine3d.accesscontrolwindows.net
.:'j!f!hudieﬂuﬂd REG_SZ http://windowscloudbackup/m3

#8 ChannellntegrityKey REG_BINARY 01000000 d0 8c 9d df 0115d1 11 8c Ta 00 c04f 297 eb 01 (
4 ChannellntegrityKeyTokenLifetime REG_DWORD OxDOD00TS0 (336)

ab]Containerld REG_SZ cloud_bS6658cf-506-5a43-8328- 767534146474

| DRARegistered REG_SZ True

ab) BraVersionBackup REG_SZ 5.1.2000.0

ﬂhbricld REG_SZ b56658cf-306- 5a43-B328-Te 7532146474

g?.}FriendIlerne REG_S5Z Hyperv1201.mvp.local

b IshadAuthType REG_SZ False

ab) OrgldUserhiame REG.SZ HVbackupASR

a¥) Resourceld REG_SZ 8533770143790787569

ab] ResgurceMame REG SZ HVbackupaSh

abSiteMame REG_SZ Single-HVO1

Checking the Register you can see that the key is valid and all the info is there.

Proxy Settings...

W Vault Settangs

& Registration

Solutions Factory

A3 Microsoft Azure Site Recovery Registration Wizard

Specify how the Prosdder running on the serser cennect to Azure Site Recowery. Connectivity will be verified when

you chick Mext.

Click mext to check connecthvity with Azure Site Recovery Senvice.

® Connect directly to Azure Site Recoveny without & prooy seneer

() Conmect to Azure Site Recovery wsing a proxy senver

| Pregious || Mea || Cancel
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Microsoft Azure Site Recovery Registration Wizasd w

Registration

&) The server was registered in the Arure Site Recovery vault
® Vpult Settings

[ -1 Ay E.g:-_mg;

Finuth

And the installation is done. It can take some time to add the server to Azure
maybe several hops back and forth to the menu

Prepare source

+ Hyper-V Site + Hyper-V Server

+ Step1: Select Hyper-V site

Hyper-V Site
Single-HV01

Step 2 : Ensure Hyper-V servers are added

0 Found... Click on +Hyper-V
server in top command bar to

. add a Hyper-V server to the site.
This may take approximately 15
min to 30 min.
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v [u] OBRecoveryServicesManagementigent.exe 0% 13.1 MB
Microsoft Azure Recovery Services Management Agent

You can see the process running in the Task manager.

Prepare infrastructure O X  Prepare source = =

+ Hyper-V Site + Hyper-V Server

+/ Step1: Select Hyper-V site
Protection goal

Hyper-V VMs to Azure Hyper-V Site
Single-HVO01

Source
Prepare +/ Step 2 : Ensure Hyper-V servers are added

Hyperv1201.mvp.local

Jumping back and to the step 2 you can see the Hyper-v server is added to the Vault.
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R

Prepare infrastructure Target

HV

+ Storage account + MNetwork

' Step 1 : Select Azure subscription

Protection goal
Hyper-V VMs to Azure Subscription @

Developer Benefit MVP

Source Select the deployment model used after

. _ Aover @
Single-HVO01 failover
Resource Manager

Target
/ Step 2 : Ensure that at least one compatible

Prepare
Azure storage account exist

Storage account(s) ®

Found 2 compatible Azure storage accounts
out of 2 available in the subscription

v Step 3 : Ensure that at least one compatible
Azure virtual network exist

Metwork(s) ®

Azure-ASR-Vnet

Added a storage account and a network. If this is not the storage account or
network you want no worry you can change this before the replication starts.

Target

+ Storage account + MNetwork

Check this if you want a new account or different network.
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Step 1 : Ensure "Single-HV01' is associated to at least one replication policy

No replication policies exist. Click '+Create and Associate’ button on top to create a
replication policy and associate 'Single-HVO01' to it.

Next step would be creating a replication policy.

Create and associate po... — B X

Name @

hvasr-pol01

Source type @

Target type ®

30 Seconds
5 Minutes
15 Minutes

Recovery point retention in hours @
2

App-consistent snapshot frequency in hours ®
1

Initial replication start time ®

Immediately

Associated Hyper-V site @

In Create and associate policy specify a policy name.
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In Copy frequency specify how often you want to replicate delta data after the initial
replication (every 30 seconds, 5 or 15 minutes).

In Recovery point retention, specify in hours how long the retention window will be for
each recovery point. Protected machines can be recovered to any point within a window.

In App-consistent snapshot frequency specify how frequently (1-12 hours) recovery points
containing application-consistent snapshots will be created.

Hyper-V uses two types of snapshots — a standard snapshot that provides an incremental
snapshot of the entire virtual machine, and an application-consistent snapshot that takes
a point-in-time snapshot of the application data inside the virtual machine.

Application-consistent snapshots use Volume Shadow Copy Service (VSS) to ensure that
applications are in a consistent state when the snapshot is taken. Note that if you enable
application-consistent snapshots, it will affect the performance of applications running on
source virtual machines.

Ensure that the value you set is less than the number of additional recovery points
you configure.

In Initial replication start time specify when to start the initial replication. The replication
occurs over your internet bandwidth so you might want to schedule it o utside your
busy hours.

Prepare infrastructure - O X Replication policy

Solutions Factory
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As you can see the policy’s are applied but you can create multiple but you can use only

one at each site.
Prepare infrastructure

Protection goal
Hyper-V VMs to Azure

Source
Single-HVO01

Replication settings

hvasr-pol01

Capacity planning
Select

Allocating insufficient capacity can lead to replication issues. Site Recovery provides a
capacity planner to help you allocate the right resources for your source environment, the

Capacity planning

Site Recovery performs optimally when sufficient
network bandwidth and storage are provisioned.
Allocating insufficient capacity can lead to
replication issues.

and run the capacity planner to
accurately estimate network bandwidth, storage
and other requirements to meet your replication
needs.

Have you completed capacity planning?

Select

site recovery components, networking and storage.

You can run the planner in quick mode for estimations based on an average number
of VMs, disks, and storage, or in detailed mode in which you’ll input figures at the

workload level.
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Get the Azure Site Recovery Capacity planner here: Download

Capacity Planner
INPUTS QUTPUT
Infra Inputs scurce d Reset to Defaults Network Bandwidth requirements
Select your scenario | FDEEV 10 Azure 2 Bandwidth required for defta replication (in Megabits/sec) 200 Mbps
Total nurnber of virtual machines 100 Bandwidth required for initial replication {In Megabits/sec) 180 Mbps | Adjust B18,619 to suit available bandwidth
Average number of VHDS per virtual machine 2 Bandwidth refers to dedicated bandwidth far replication.
Average size of VHD (in GBs) 300 Azure requirements
Average utilization per disk (%) % Storage required (in GBs) 43400
Total data to be replicated (in GBs) Total WOPS on standard storage accounts 3186
MNumber of standard storage accounts required 5
Murmber of Blob disks required 200
Murmber of premium storage accounts required [}
Total IOPS on premium storage accounts [
Amount of data Xiered per day (in GBs)
Retention Inpats Other Infra requirements.
Number of recovery points 1 Mumber of Configuration Servers required NA
Imitial Inputs Murnber of additional Process Servers required MHA&
Number of hours in which initial replication for
the batch of virtual machines should compiete 16| 104r% additional storage on the Source BOOD
Mumber of virtual machines per initial rep{iuﬁeﬂ‘
batch 3

A quick overview of the Azure Site Recovery Capacity planner

If you skip this or thinking this will be fine I’ll show you later what can happen.

Prepare infrastructur

Protection goal

Hyper-V VMs to Az

Target

AZure

| havve done it

2

Iure

Now that all steps are completed in the ASR infrastructure we can start
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- 0O X Enable r

CEWERAL
@ Sy 1 Propare Infambiacbure Sinagie-HVO

i Sep & Rephcate Apphcation

B Step & Manage Becovery Plans

The replication can’t be Throttled only for backup operations you can Enable
internet bandwidth usage throttling.

Target — 8 x Choose virtual network — O
HVbackupASR
Selact your target settings for recovery

Target @

These are the virtual networks in
the selected subscription and
Subscription ® location "West Europe’.

. st-failon = ™ Create new
Configure Post-failover resource group i

ASRO1

Azure-ASR-Vnet
Post-failover deployment model @ . S

Storage account @

hvasr01

Azure network @

Configure now for selected machines.

Post-failover Azure network @

Select

Subnet ®

Selecting the Right networks for the replicated VM’s and subnets and the
correct Storage account.
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Target

Select your target settings for recovery

Target @

Subscription @

Developer Benefit MVP

Post-failover resource group @

ASROT

Post-faillover deployment model @

Resource Manager

Storage account @

hvasr01

Azure network @

Configure now for selected machines.

Post-failover Azure network @

Azure-ASR-Vnet

Subnet B

ASR (10.0.0.0/18)

Next is selecting what VM’s | need to replicate. If there is no VM list then there is
something wrong with your connection.
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ERAL
ep 1: Prepare Infrastructure
plicate Applicats .
Azure

rery Plans

Virtual machines
Select

MVPG

ex2010

qi61

' MVPNLB504

| MVPNLB302

SKS TO REFLICATE TARGET NAME

ubts

MVPHL
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Selecting a few VM’s you can see even the names can be changed to the right Azure
style or if there a characters in the name that are not supported.

Configure properties

A Selected Virtual Machines (1) has non supported name format. Please enter a valid name.

MAME 05 TYFE O35 DISK DISKS TO REFLICATE TARGET MAME
Defaults Select Need to select per VM. Need to select per VM. Fix per VM
MVPNLB501 Windows MVPNLB501 All Disks [17] MVPNLES0N
MVPNLB502 Windows MVPNLB502 All Disks [17] MVPNLB502
MVPNLB504 Windows MVYPNLBS04 All Disks [17] MVPNLES04

Windows 2012 WDS live L Windows 2012 W... All Disks [2] Windows2012WDS
p—

you can select what disk you want and what to skip.

All Disks [17] v  MVPNLES04

™ 5:'I

4

MVPNLB504-1 [1000 GB]

MVPNLB504-10 [1000 GB]
MVPNLB504-11 [1000 GB]
MVPNLB504-12 [1000 GB]
MVPNLB504-13 [1000 GB]
MVPNLB504-14 [1000 GB]
MVPNLB504-15 [1000 GB]

v
v
v
v
v
v
o
v

MVPNLB504-16 [1000 GB]

After these final steps we are ready to replicate
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Enable replicati O X Configure replication settings

Replication policy

Source
hvasr-poll
Single-HV01 hvasr-pol0l

Copy frequency 5 Minutes

Target y
Azure U retention 2 Hours

nt snapshot frequency 1 Hour

Virtual machines

replication start time
4 Selected i

Encrypt data stored on Azure

Properties VMM settings. Mot configured

Configured

1on settings

In a quick overview we can start the replication

Fanird insdiryg dats from senoce:

AL EH AT LR TR
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The replication is started and as you can see here comes the ASR Capacity planner.

HAME STATUS ACTIVE LOCATION

Windeows 2012 WODS live b DK 0% symchronized Singe-HV01

MVPHLE S04 h 0% synchronized Singhe-HVO1

MVPNLB0Z £ 0% synchronized single-HVO1

MYPHLESD s r,'ru:hr-gnlzr:-::l E.ingft_- HVO1

Checking the Hyper-v server you can see the progress there or in Azure

ACTIVE LOCATION
Windows 2012 WDS live ® OK Protected Single-HVO1

MVPNLE504 40% synchronized Single-HV01

MVPNLB502 @ 0K 39% synchronized Single-HVO01

MVPNLES01 @ OK % synchronized Single-HV01
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é Planned Failover i I.anl.anrn_-d

be-HVO1 5 = 1 ITING

88-4e40-a079-back2e: \ L sobe AT AHea

Replication

RESOIURCE MANAL
Health

Replication health

Status

Latest Recovery Po

Crash-consistent

App-consistent

B Rispdicateon Health for “Wedows 20012 WS ™ - *
Firpie e
Paphegton Sinte Flabe sten erabled
Paphcaton Mode: Frrmay
Cument Prmary Server Hypery 1201 s focal
Caument Replca Server Mcrosat Anure
il gt e sl [ - ERPEE
Sabatet bor past | Howr 3] Mewbed
Frayms vty TN T AT 05 P
Tortrms FTENTENT BN
Hvecage wae G
Merrues sibe EHGH
Frowrng labercy B34
Emey enconriaed 2 Vegw el
Succanshul mplcation cycie 15t of 15 (100%)
Py rephe ater
Sire of dala yel ba be rephested
Last wyrchronied o
Best Siatesiics Saew Aa
Qe
-
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But As ASR is using ASR you can also drill down on the replica options.

Compute properties

PROPERTIES
SUPPORT + TROUBLESHOOTING

A Diagnose and sclve problems Name

Resource group

GENERAL
Size 1 cores, 1 GE memory, 1 NICs Al (1 cores, 1.75 GB memary, 1 NICs)

Il Properties
Network properties

sute and Network

ON-FREMISES NETWORK ON-PREMISES. SUBNET TARGET NETWORK TARGET SUBNET TARGET I (OFTIOMAL)

HYMET Azure-ASR-Vinet w ASR (10.0.0.0/16) v
RESOURCE MANAGEMENT

8 Locks

When the replica is done you can change the Azure VM in any way change the network,
VM size the VM can be better than on prem.

indows 2012 WDS live A _ 0O X

F

tem

ﬁ} Settings & Planned Failover g Unplanned Fail... 6 Test Failover

Essentials ~

As ASR stands for recovery you can do a test failover or planned. As you are not using
VMM the Azure portal is the Orchestrator for the Failover.
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Test failover

Failover direction

From @

Recovery Point
Choose a recovery point @

Latest processed (low RTO) (2/7/2017 6cl... W

Azure virtual network @

Arure-ASR-Vnet

It is recommended that for a test
failover you use a network different

A from production network (as
specified under Compute and
Network settings of the virtual
machine).

Testing the VM is easy a you can run the VM Side by Side and you can change all
the settings. A great option to get started with Azure.
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ASR post deployment with VMware Source

T i ol Trarve e korg rnrng Latks done on-premne ® Wy or yuor sraschies kocated?
peaminen -
L B Ooarvies s o T PN WA
1 At i gt 0
H B Ay 0r Peepare ihtruciuos b Wi VWL jbytical 1 ]
ety Lo i TR
o Anire -
w R Acosst cortol (A
i Aooess conural (AN o e PRI SRS AT AU VAT L S CAp———
SoincE
& pr— T 2 " b L, et Vidwaes wiphans Hpparager -
b & thep 1: Neplcats Apploason » e
- (o recd yztve probar—
- M Dusgronc el soher probic—s Snep & Marssge Recowery Plans
i TR -
- fropamat
- . 4
+ B swromanon wrpt
[l QTG STARTID 5
B g
® & S Recowery
© s o
o
&» el ity
&
i Ssctup Reports
FOLKCHT
]
. b 3 el
EEOTRETED TN
o e
e - | oc |

Next, we will prepare the source.
We will use the Configuration Server.

This must be installed on Server 2012 R2 on-prem, and will act as a processor
to continuously back up VMs to ASR.

Download the setup and vault credentials in step 3 and 4.
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re infrastructure

t

These are long running tasks done on-premises,

-» Step 1: Select Configuration Server
1 Protection goal v

VMware VMs/physical servers t... : Adding Configuration Server may
{0} xeryees foEmd) fehik o take 13 minutes to 30 minutes
+Configuration Server in the
@ command bar above to setup
2 Source > One on Your source environment

Ll segisiar ¥ with i vl Register your Configuration Server

On-premises

Prepare

1. Make sure server on which you plan te set up
Step 2: Select vCenter server/vSphere host the Configuration Server is running Windows
Server 2012 R2 virtual machine

Complete previous step(s).

2. Configure Proxy so that server can access the
Service URLs

L e Microsoft Azure Site Recovery
Unified Setup

4. Download the vault registration key

4 Download

3. Run the installer to set up the Cenfiguration
Server and Process Server and use the vault
registration key to register it with the vault,
Learn more,

6. Run cspsconfigtool.exe to create one or more
management accounts on the configuration
server.

7. W you're protecting VMware YVMs make sure
the management accounts have
administrator permissions on the vCenter
server/vSphere host Server/ESXi host from
which you'll replicate virtual machines. Learn
more,

8. I you're protecting physical servers make
sure the management accounts have
administrator permissions on the physical
server.

Run the Configuration Server setup and choose to install the Configuration
Server and process server.
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Before You Begin

The Azure Site Recovery Unified Setup wizard helps you to set up protection for workleads running on physical
servers and VMware virtual machines by replicating them to Azure.

@ Third Party Software License

® Registration @ Install the configuration server and process server

Select this option if you are setting up Site Recovery for the first time,

@ Configuration Server Details

® Intemet Settings () Add additional process servers to scale out deployment
] Prerequisites Check Select this option to add more process servers to handle the replication load.

® ySQOL Configuration
@ Ervironment Details
@ |nstall Location

@ Network Selection

® Surmmary

@ Installation Progress

Previous || Next || Cancel

Enter the path to the vault credentials you downloaded on the next step.

Registration

® Before You Begin Site Recavery Registration Key

® Third Party Software License C\Users\Administrator\Desktop\RecoveryServicesVault_Mon Sep 04 2017,

® |nternet Settings

@ Prerequisites Check
® Wy50L Configuration
® Environment Details
® |nstall Location

@ Network Selection

® Summary

® |nstallation Progress
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Configure a proxy server if you server does not have a direct connection to the
Internet. ASR works directly over the Internet or proxy and does not require a VPN
connection to Azure.

Internet connection

Specify how the Provider running on the server connect to Azure Site Recovery. Connectivity will be verified when
@ Eefore You Begin you click Next.

® Third Party Software License Click next to check for connectivity with Azure Site Recovery Service...

@ Registration

I (®) Connect directly to Azure Site Recovery without a proxy server I
I_) Connect to Azure Site Recovery using a proxy server (only HTTP proxy allowed)

® Prerequisites Check
@ Ny5QL Configuration
@ Erwironment Details
® Install Location

@ Network Selection

® Surnmary

® Inztallation Progress

Previous || Mext || Cancel

Check that you pass all prerequisites and continue.
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Prerequisites Check

® Ecfore You Begin Prerequisites Check: Passed: 7,  Failed:0, Waming: 2,  Skipped: 0
® Third Party Software License
® Registration
® Internet Settings
e —
® WiySOL Configuration | * 1| in-Memory and €FU cliecks ARG
@ Restart pending  Passed
® Environment Details | 0 |Min OS version and Domain Controller check Passed
® Install Location L o [Checkinn fof requirectlla configuationss {Pansed
| 0 _ICheclr.ing_fnr incum_patible Groq_p Policies Passed
i im0 e @ Global time sync check | Passed
® Summary | ,& | Free space re_guirﬂnents Warning
@ Checking for Static IP Addresses Passed
® |nstallation Progress 0 | Checking for Strawberry Perl(v5.8.8)  Passed
Previous || Next || Cancel

Choose a MySQL password and continue the wizard.

MySQL Configuration
@ Before You Begin MySOL root password
@ Third Party Software License ezl ®

® FRegistration
MySQL database (svsystems user) passwiord

@ |nternet Settings

@ Prerequisites Check

® Environment Details

® Install Location Mote: Passwords must

@ Contain at least one letter
® Network Selection Contain at least one number

Contain at least one special character (! @#1%)
Be between 8-16 characters

Contain no spaces

® Surnmary

@ |nstallation Progress

Previous || MNext || Cancel

Solutions Factory



(©) TD SYNNEX

Choose yes when asked to protect VMware virtual machines. This may require you to install
VMware tools and the vSphere PowerCLI if they are not already present on the
Configuration Server.

B

Environment Details

@ Beiore You Begin If you want to protect WMware virtual machines, Azure Site Recovery need to check for additional componenis.

® Third Party Software License Do you want to protect VMware virtual machines?
@ Registration @ Ves

® |nternet Settings O No

@ Prerequisites Check
@ 1ySOL Configuration

u v5phere PowerCLl 6.0 is installed.
® |nstall Location

" o WVMware Tools are installed.
® Network Selection
® Summary

® [nstallation Progress

Previous || Net || Cancel

Choose an install location for the ASR Configuration Server and choose the network
interface used for replication traffic on the Configuration Server.
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Network Selection

® Before You Begin Select a Network Interface Card(MIC) and Port for receiving replication traffic,

@ Third Party Software License Network Interface | Ethernet0 [10.255.252.171] =]

@ Registration
Port 8443

@ Internet Settings
@ Prerequisites Check
® \ySOL Configuration

@ Environment Details

® |nstall Location

Note : Azure Site Recovery Unified Setup will cpen two ports for inbound connection on this server.
»  Port 443 will be used by a web server which orchestrates replication operations. This port will be opened on
all Network Interfaces assigned to this computer.
+ The data transport port specified above will be used to send/receive replication data. This port will be opened
only on the Network interface selected above.

® Summary

® Installation Progress

Prewws” Mext || Cancel

Allow setup to complete. It should take 15 minutes or so.

Installation Progress

® Before Vou Begin Currently: Downloading MySOL setup file (approximately 5 minutes)

@ Third Party Software License [ |

® Registration
® |nternet Settings .Steps
® Prerequisites Check | |DownloadMysaL
| fgun_ﬁg_l.!rfl_'l_g Internet Information Services features ‘Pendmg

® MySOL Configuration :Install third-party components

® Environment Details . |Install configuration server and process server

. st ft azure site recovery p

® |nstall Location | flns!a_l\l master target server

B i 'éunﬁg_ure master Ergﬂ Server

R HEpRiRRc | Install Microsoft azure recovery services agent
ing with Site

g server c

® Summary
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Save the passphrase generated at the end of the installation.

This will be used as an approval mechanism when ASR agents are deployed. You can also
regenerate the passphrase later if desired.

& Microsoft Azure Site Recovery Unified Setup. [ x|

Installation Progress

You will be asked for the connection passphrase when installing agents
on source and target environment,

@ Configuration Server Connection Passphrase: |

@ Ecfore You Begin

Doyouwant to copy passphrase to clipboard?

@ Third Party Software License

@ Registration

® Internet Settings

Steps :
® Prerequisites Check 0 Download My5QL - Done
) . ﬂ Configuring Internet Information Services features |Done
® MySQL Configuration e Install third-party components Done
@ Environment Details @ _ install configuration server and processserver __|Done
ﬁj Install Microsoft azure site recovery provider Dane
® |nstall Location ﬁ Install master target server Done
. ﬂ Configure master target server Done
® Network Selection ﬂ Install Microsoft azure recovery services agent Done
® Summary ﬂ Registering with Site Recovery Done
0 Validating server configuration Done

When the installation is complete, you will be prompted to reboot the server — do that
before continuing.

After reboot, launch the ASR Configuration tool from Start Menu or just type in
“cspsconfigtool.exe” from command prompt.
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Administrator; Command Prompt

icrosoft Windows [Version 6.3.96U01
(c?» 2813 Microsoft Corporation. All rights reserved.

sUsersAdministrator>czpsconfigtool._exe

sUserssAdministrator>

Microsoft Azure Site Recovery Configuration Server

Manage Accounts | Yaul hegistratinn [ Lacalization | I:'anigurationi:)etail.s

Azure Site Recovery needs account credentials to discover vCenter servers and to install the
hdobility Service on wirtual and physical machines. Setup one or more accounts with administrator
permissions.

Add Account | Delete

Add an account that has administrative permissions to the VMs you want to
migrate from VMware.

Once complete, close the configuration tool.
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Manage Accounts |‘-.J'ault R eqistration | Localization | ConfigurationD etails |

Azure Site Recovery needs account credentials to discover vCenter servers and to install the
Mobility Service on virtual and physical machines. Setup one or more accounts with administrator
PEMMISSions.

Add Account | | Delete

MAE USER MAME

ComzD R adminiztrator@yzphere. local

Go back to the Azure portal and go to Step 2 (Prepare).

Your Configuration Server and VMware account should show in the Azure portal after
15 minutes from being added on the local server. Click “+vCenter” and enter the local
IP/hostname of the VMware host server in your datacenter. This configures the
connection from Azure.
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These are long running tasks done on-premises. + Configuration Server

v
+* Step 1: Select Configuration Server "
1 Pratection goal o - % e plhara-Rasi-Rand a—
WMware VMs/physical servers t.. * Configuration Server | CorusDR ./|
ASRCONFIGOT M
* yCenter server/vSphere host name or [P
address @
2 Source %
Prepare ~» Step 2: Select vCenter server/vSphere host | 10.255.254.34 v |
* Port @
[0 servers found) Click on
3 srget \ +vCenter on command bar 443
Pt ’ above to register a vCenter
iR server/vSphere host * vCenter server/vSphere host account @
| CorusDR ~

After you click OK, it can take 15 to
o 30 minutes to complete this

operation.

Once the VMware host server is added, you should be able to complete step 2.
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Prepare infrastructure Prepare source
RecoveryServicesWault RecoveryServicesWault
These are long running tasks done on-premises. + Configuration Server + vCenter
+ Step 1: Select Configuration Server
1 Protection goal v,
Viware VMs/physical servers t.. * Configuration Server
ASRCONFIGOT w

2 Source >

Prepare + 5Step 2: Select vCenter server/vSphere host

vCenter server/vSphere host

3 _ CorusDR w

On step 3, enter the resource group and subscription that you’d like to use for ASR.
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Prepare infrastructure Target

RecowveryServicesWault RecowveryServicesWVault

These are long running tasks done on-premises. + Storage account + Metwork

+ Step 1: Select Azure subscription

1 Protection goal V/
VMware VMs/physical servers t... * Subscription @
Pay-As-You-Go W
2 - . . * Select the deployment model used after
- failover @
ASRCOMFIGO1CorusDR
Resource Manager W
3 Target %
Proviare »" 5Step 2: Ensure that at least one compatible
£ Azure storage account exist
Storage account(s) @
_gfi bl fERER p Found corus360asr (Standard) storage account.
¥ by

J1

+" Step 3: Ensure that at least one compatible
Azure virtual network exist

Metwark(s) @
ASR

On step 4, click Create and Associate.
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Prepare infrastructure Replication policy
Rec Re 2

ault cesVault

These are long running tasks done on-premises. + Create and Associate] W Associate Wik Dissociate

~» Step 1: Ensure '"ASRCONFIG01' is associated to at least one replication policy
1 Protection goal o
VMware VMs/physical servers t...
Mo replication policies exist, Click '+Create and Associate’ button on top to create a
replication policy and associate "ASRCONFIGOT' to it

2 Source o
ASRCOMFIGO1/CorusDR

3 Target "
Azure

4 Replication settings 5
Prepare

You will now create a backup policy.

The RPO threshold controls how often data recovery points are created. The Recovery
Point Retention controls how long data recovery points are stored

(your limit is 24 hours if you used premium storage for your blob, or 72 hours if you used

standard storage). The default values work fine if you’re not sure what to use, and new
policies can be created and applied later.
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Create and associate policy

* Name O
| weware-palicy e
Lource type @
i Vidwara / F

Targel! type a

1
| FEure "

* RPC) threshald in mins @
15

* Recovery point retention in hours @
24

* App-consistent snapshot frequency in mins @
B0

Failback replication paolicy names @

A replication policy for faitback

@ from Azure to on-premises will be
automatically created with the same
settings.

Asgaciated Configuration Server

Your replication policy should now be created and associated, and you can
continue to Step 5.
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repare infrastructure

Replication policy

These are long running tasks done on-premises.

1 Protection goal L
ViMware VMs/physical servers t...

2 Source o
ASRCOMNFIGO1/CorusDR

3 Target v
Azure

4 Replication settings >
Prepare

+ Create and Associate 4 Associate ¥k Dissociate

+' Step 1: Ensure "ASRCONFIGO1’ is associated to at least one replication policy

* Replication policy @

| DefaultReplicationPalicy

@ Ssuccessfully created replication policy (View job)

@ successfully created failback replication palicy (view job)

@ successfully associated *ASRCONFIGO1" to replication policy (Vie

Step 5 is a friendly reminder to plan for your network bandwidth and storage. In short,

you should balance the frequency of backup snapshots with the storage and bandwidth

requirements of your environment. If snapshot jobs take longer to run, you may want to

reduce their frequency so they don’t overlap.
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eployment planning

reryServicesVault
These are long running tasks done on-premises. Site Recovery performs optimally when sufficient
network bandwidth and storage are provisicned.
Allocating insufficient capacity can lead to
replication issues,

1 Protection goal s
Wiiware ViVis/physical servers t... Download and run the deployment planner to
accurately estimate network bandwidth, storage
and other requirements to meet your replication
needs. Learn mora
2 Source o
ASRCOMFGON /CorusDR
* Have you completed deployment planning?
Yes, | have done it v
3 Target o
Azure
4 Replication settings o

DefaultReplicationPolicy

5 Deployment planning >
Select

The ASR agent is also referred to as the Mobility Service, which can be deployed several ways.
In this guide, we will install it manually using the GUI on our target server which will be
restored to ASR.

For all of the ways to install the ASR agent, check https://docs.microsoft.com/en-us/

azure/site-recovery/vmware-walkthrough-install-mobility

On the Configuration Server, the installation files for the ASR Agent/Mobility Service are
located under:

CO\ProgramData\ASR\home\svsystems\pushinstallsvc\repository
Copy them to the target server and run the binary that matches the OS of the target system.
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Launch the setup and choose Install Mobility Service.

Installation Option
‘ e
# Imitall mobility service
® Inallason Frogress ingtall mabibty service N maching thyt you wank 1 pretect

) Install master target

Muster tanget tenvers are required during falling back from Agure te on-premises. The master tanget server s
a3 target bor the mephoabed datn dising the Tadever boen Azure b o premeies,

==

Enter the IP address for your Configuration Server and enter the passphrase that was
generated at the end of the Configuration Server setup process.
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Registration

|
Sty |

Comfiguration scrves I addies kst

B isadl, 2 ErEEERE TR R ERR AR
L. ) LA PR

& rew Ty = c
a Perfoeming regastration Coumpleted
€ Vairdabng cenfrguration Complsizd

Give the agent an installation path and Proceed to Configuration, which will
complete the setup process.

Installation Progress

| ® batabiation Opten Thiz wizardt wil mstall Miciusolt Asure Se Reovery Mobdity Server om your computer,
_ Sestall location  Coffrasgrien Frms 881 Meranedt Asure Sie Asecvny agent
& funneg P L S
& tnstating binanes Compieted

@ Punning post inmll corfigunstions. Completed

Agent ls not yet contigared. Press Next to configure the agent.

| Consl

The agent will check into the Configuration Server and be available in the Azure portal.
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Go back to your Recovery Services Vault in Azure and choose Replicate in the top menu.

RecoveryServicesVault

£ Search (Ctri+/) + Backup Delete

0 We are listening, Tell us about your experience with Azure Backup and / or Azure Site
Recovery and help us improve our preduct. Take the survey now!

& Overview

Essentials -~

H Activity log

Resource group (change) Backup ftems
zia Access control {(IAM) AzureSiteRecoveryDemo 0

Status Backup management servers
& Tags Active 0

Location Replicated items
K Diagnose and solve problems East Us 2 0

Subscription name (change)

Pay-As-You-Go
SETTINGS

Subscription 1D

: ) e62bdc24-ea71-4484-90f6-a3eb45bc1bas
1* Properties
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In Step 2, configure your recovery target. These settings control where a restored
VM will reside once it has been failed over to Azure.
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In Step 3, check the box next to the VMs that you want to be able to restore to
Azure Site Recovery.

These will need the ASR agent installed if you have not done so already. In this
guide, we will use just one target server.
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In Step 4, configure the VM settings for the restored VM in Azure.

These are properties like the size of the VM, managed disks, etc. These settings can be
modified later if you’re not sure what to use yet.
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On step 5, you can choose the Replication Policy that you’d like to use, which we
created in a previous step.

Enable Multi-VM consistency if you are backing up multiple VMs that share the

same workloads.
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Now that replication has been configured, you can see every VM being protected
under Replication Items under the Recovery Services Vault. Each item will have a

synchronization status.
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If you click one of the replicated items, you can view/change the properties set
during initial configuration, but you can also choose to Test Failover, which will
spin up an instance of the protected VM in Azure within minutes. Choosing
Failover will perform a real production failover.
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Once the failover completes, you should see the replicated VM running in your
Resource Group. Using the test failover method will leave the original VM intact
and append the name of the Azure VM with a “-test”.

Solutions Factory



©) TD SYNNEX

AzureSiteRecoveryDemc

]

i Asesn 81 TR
# = w g w w

et
LTTIMNGS

HAME YRR LOCATHM
W Cusgiatar

LR sl netwark In

G Fetooris comn =

E] AsRevROt-ces Vetug mechme S TR
my CEplaymeni H BERSVRDY bralda 2h S 100 Bhe 3-8k Blile LIS 0021400 Neswark interface Lastifs 2

Frlg | corusMilus Sherage account tam i 2

= Dpsssrar Y RecoverySenvoriln ecovany: Services waul fastisd 2

From here, you can utilize your Disaster Recovery site in Azure Site Recovery or
use ASR as a migration tool to easily move your systems up to Azure.
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